
Testing 
Fundamentals

Requirements & Exploration Exploring Requirements

Understanding what problem the 
customer is solving for the end-users is 
important for us to help the customer 
with their problems 

Questioning

Testing Tours - FCC CUTS VIDS

Critical Thinking Cheatsheet

Sales/Support Analytics

Market Research

Risks Identification & Analysis

Core Modules Nightmare Headline Game

Architecture, Environment & System 
dependencies

Team/Resource Dependencies

Test Strategy & Planning

HTSM

Test Plan Checklist

Test Design - 
Manual/Automation

Low Risk Functional Tests

High Risk

Capability
Identify Variables

Use permutations & combinatorics to test 
the product capabilities

Usability User Journeys

Non-Functional Tests

Test Ideas Cheatsheet

Usability Heuristic

Web Testing Cheatsheets

Rob Lambert

Elizabeth Hendrikson

Lena Pejgan

Mobile Testing Cheatsheets
Daniel Knott

I SLICED UP FUN

API Testing Cheatsheets

https://testingtitbits.com/apichecklist/



https://web.archive.org/web/20201112010
147/http://slinkp.com/falsehoods-
programmers-believe-about-apis.html

Julia Pottinger


https://github.com/shieldfy/API-Security-
Checklist

Test Coverage

Risks

Functionality

User Personas

UI/UX

Compatibility

Mobile

Performance

NFT

Competitor Analysis

Reporting

Bug Advocacy RIMGEN

Experience Reports

Reporting Mnemonic - MCOASTER

Tools

Test Managemnet
TestRail

Jira

Session based Testing

Exploratory Testing Browser Extension

Yattie

Headlamp Test

Data Generation

PDT

Pairwise

Mockaroo

Nasty Strings

Type It

Data Generator

Cross browser/ Compatibility

BrowserStack

LambdaTest

pCloudy

Reporting

Bird Eats Bug

LiceCap

Lightshot

Greenshot

OBS

Screenrec

Micro-tools

Fake Filler

Bug Magnet

Clear Cache

Note taking

XMind

Evernote

OneNote

Notion

Low Code Automation tools

Testsigma

Accelq

Context QA

Virtuoso

Testcase Studio

Performance

Web

GT Metrix

Website Grader

WebPagetest

Broken Links

Mobile
AndroidStudio

Apptim

UI

HTML StandardsW3 Validator

ReadabilityGrammarly

UX Check

Design

Additional Reading Resources

Testing Mnemonics

The Complete Software Tester

Explore It!

BBST Foundations

400 Common Software Errors

https://assets.ctfassets.net/bncv3c2gt878/4mvcQWNWhWQ0sgiKWCakEU/cce06a8bdc4d3e274ca47eb72d60fbe0/Gause_-_Context-Free_Questions.pdf
https://developsense.com/blog/2010/11/context-free-questions-for-testing
https://www.uwyo.edu/science-initiative/lamp/_files/critical_thinking_pdf_resource.pdf
https://www.satisfice.com/download/heuristic-test-strategy-model
http://thetesteye.com/posters/TheTestEye_SourcesForTestIdeas.pdf
https://uxdesign.cc/usability-heuristic-frameworks-which-one-is-right-for-you-1962387b7cc
https://thesocialtester.co.uk/wp-content/uploads/2012/10/36DaysOfWebTesting.pdf
https://goritskov.com/media/files/testheuristicscheatsheetv1.pdf
https://drive.google.com/file/d/1etV1UfrLGoOY6Ue_VUjFgFaSXdPCnRHf/edit
https://adventuresinqa.com/wp-content/uploads/2022/01/Mobile-Testing-Cheat-Sheet.pdf
http://www.kohl.ca/articles/ISLICEDUPFUN.pdf
https://testingtitbits.com/apichecklist/
https://web.archive.org/web/20201112010147/http://slinkp.com/falsehoods-programmers-believe-about-apis.html
https://juliapottinger.com/api-testing-checklist/
https://github.com/shieldfy/API-Security-Checklist
https://www.atlassian.com/software/jira
https://chrome.google.com/webstore/detail/exploratory-testing-chrom/khigmghadjljgjpamimgjjmpmlbgmekj?hl=en
https://github.com/yatt-ai/yattie
https://headlamptest.com/
http://apps.testinsane.com/repo/datagen/index.html
https://pairwise.teremokgames.com/
https://www.mockaroo.com/
https://github.com/minimaxir/big-list-of-naughty-strings/blob/master/blns.txt
https://www.typeit.org/
https://generatedata.com/
https://www.browserstack.com/
https://www.lambdatest.com/
https://www.pcloudy.com/
https://birdeatsbug.com/feature/browser-extension
https://www.cockos.com/licecap/
https://chrome.google.com/webstore/detail/lightshot-screenshot-tool/mbniclmhobmnbdlbpiphghaielnnpgdp
https://getgreenshot.org/
https://obsproject.com/
https://screenrec.com/
https://fakefiller.com/
https://bugmagnet.org/
https://chrome.google.com/webstore/detail/clear-cache/cppjkneekbjaeellbfkmgnhonkkjfpdn
https://xmind.app/
https://evernote.com/
https://www.onenote.com/download
https://www.notion.so/
https://testsigma.com/
https://www.accelq.com/
https://contextqa.com/
https://www.virtuoso.qa/
https://website.grader.com/
https://www.webpagetest.org/
https://www.brokenlinkcheck.com/
https://www.apptim.com/
https://validator.w3.org/
https://www.grammarly.com/
https://chrome.google.com/webstore/detail/ux-check/giekhiebdpmljgchjojblnekkcgpdobp
https://growth.design/
https://www.amazon.in/Complete-Software-Tester-Strategies-High-Quality-ebook/dp/B09NGVVCJ9
https://www.amazon.in/Explore-Increase-Confidence-Exploratory-Testing-ebook/dp/B00I8W50T8/ref=sr_1_1?crid=1CV60A4CI5NG&keywords=Explore+It&qid=1694589813&s=digital-text&sprefix=explore+it%2Cdigital-text%2C209&sr=1-1
https://youtu.be/2g4EqP57l7I?si=CB7g7Ux_fjrvQPvJ
https://bbst.courses/wp-content/uploads/2022/08/Kaner_Common_Software_Errors.pdf

